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Insecam#31i4

https://www.youtube.com/watch?v=IHOEwhgOaEtY
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= 491 (BotNet) -

with DDoS attack

TYTTYTYrTYTYY

s
m

Attacker

Ki

Remotely controls the loT
devices to launch DDoS loT Network

attacks Qﬁ-ﬂ.

loT devices (cameras, smart-watches,
sensors, printers etc.) are forced to use their

resources (battery power, connectivity) to B
send malicious requests in order to

overwhelm the target servers.

Target Servers

Legitimate Users

Legitimate users trying to access services
provided by the Targeted servers
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#=-Ransomware as a Service (Raa$S)

Create a malware

Use " " as decimal separator

Used om by )

Hellc
N ent you new [SERERERS As A Service

First time logging in
This is your secret token for recovering your password:

Malwares Balance

Infections
Withdraw

Haid
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[TW]TaiWan's revenue of 30 billion enterprise Breeze Group, data leakage
by smatret - Friday February 17, 2023 at 12:55 PM

#1
smatret

BIBEZE Group, a well-known chain enterprise in Taiwan, with more than a dozen offline shopping malls and 2 luxury online shopping malls,
with an annual turnover of NTS30 billion.

The leaked data includes all business data, internal company data,supplier data, etc., personal infor of 900,000 users, points infor,
account infor, invoice Infor - order infor,coupon infor, bank coupon infor : payment infor, etc., 30 project source codes.

The database includes enterprise database, wallet payment database, and online mall database, with a total size of more than 150G.

Here are the samples, if you need more detailed sample data, please pmme : )
USEers:

R E AT https://breached.vc/anonfiles-01/WbzdWO0Yey6/user_csv
orders:

https://breached.vc/anonfiles-01/V8zfW3Y8y7/order_csv
Below are some screenshots, including file information and some data table structures, | hope it will be helpful to you:

MEMBER
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10 Corso Como fLFEfEEAIRPODER

(FEED R RGeS
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MM6 EESERHE
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quantity amount_dollars
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order_time

3290 20237215 01:00
13990 202372/15 00:05
2990 202372114 23:54
2990 202372114 23:49
10385 202312114 2342
1899 202372114 23:42
2390 202372114 23:11
6832 202372114 23:10
760 202372114 22:57
440 202372114 22:57
5549 202372114 22:57
6499 202372114 22:47
3695 202372114 22:28
9920 202372114 21:58
980 202372114 21:45
1495 202372114 21:27
18240 202372114 21:17
545 202372/14 21:05
3825 202372114 20:56
5549 202372114 20:52
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C () & irentad.irentcar.com.tw

{"Result":"1","ErrorCode":"000000","NeedRelogin":0,"NeedUpgrade”:0,"ErrorMessage":"Success”,"Data": { "LoveCo
TS EFESS","LoveCode":"4399" "LoveShortName":"","UNICode"-"48930399"},{ "LoveName™: "t EZ A F
","LoveCode":"520999","LoveShortName":"","UNICode":"17033201"}.{"LoveName" "SI H s A F T H R WER
E"."LoveCode":"528" "LoveShortName":"¥7 773/ E","UNICode":"02859871"}.{"LoveName"-"S}EZ A ik EE H3i
2","LoveCode":"123999" "LoveShortName":" %2 B" "UNICode":"26334592"},{"LoveName":"81 8z A EEH B
B","LoveCode":"168" "LoveShortName": "3 £ RZ2 8", "UNICode"-"26316757"},{"LoveName™: "1 E 2 AFERE
£","LoveCode":"94218" "LoveShortName":"18°C”","UNICode":"26923839"},{"LoveName "I E:Z APEX 7 &3
","LoveCode":"3969","LoveShortName":" R FFZ®","UNICode":"39693732"},{"LoveName" "S RBESERE
="."LoveCode":"1314515","LoveShortName"-"B EZ1£" "UNICode":"38522275"}.{ "LoveName":"#1 E = A 2457
2","LoveCode":"3405","LoveShortName":"1E M E)#]" "UNICode":"50256104"},{"LoveName" " AW A FIETEE
=" ,"LoveCode":"1458","LoveShortName": "2 E Z &" "UNICode""81319322"},{"LoveName" "itEZAEEK 2
2","LoveCode":"2855669","LoveShortName":" B &£ & f","UNICode":"74823748"}, {"LoveName" "t H:z A $E2
®","LoveCode":"5991","LoveShortName":"#&%" "UNICode":"99181480"}, {"LoveName" "1 EZ AT ZEEEZ
2"."LoveCode":"9598" "LoveShortName":"E f =","UNICode":"72779598"}.{"LoveName": "7 EE A\ BIETEH
®"."LoveCode":"85179","LoveShortName":" F i MR ","UNICode":"72311411"},{"LoveName":" 81 M A E M F
="."LoveCode"-"0524" "LoveShortName":"" "UNICode"-"42390254"},{"LoveName" "1 E'Z AS ZE T EZS
2","LoveCode":"17880","LoveShortName":"Z I £ 64" "UNICode":"77791797"},{"LoveName" " EF M T EE K=
S","LoveCode":"2718","LoveShortName":" B3 E ", "UNICode":"92000392"},{ "LoveName":" 81 E = A SEIH
B"."LoveCode":"17520","LoveShortName":"","UNICode":"01051934"}.{ "LoveName":"{IEZ A2 B2 HRE VL
B"."LoveCode":"6161","LoveShortName":"" "UNICode":"26641830"},{"LoveName "8I E Z A X THEELS""
X" ."LoveCode":"176"."LoveShortName" "B EEIR" "UNICode":"01055474"}.{"LoveName"-"5T E'Z A 2 21232
®" "LoveCode":"0329" "LoveShortName":"","UNICode" ."4’30390'"} {"LoveName":"B1 & % ,‘\fﬁgﬁggﬁt" g
F","UNICode":"78525988"},{"LoveName":" P ERERF L EBTIES","LoveCode":"9580", "LoveShortName"'
3-; "LoveCode":"516888","LoveShortName":"#2 |/ ZZ M 2", U.\[Code "81581040"},{"LoveName" "5t M= A
E"."LoveCode":"1103","LoveShortName":"HEZE S 8","UNICode™:"17151918"},{"LoveName""; T EZ A S EF
EZLLISTH" "UNICode":"00959163"}.{"LoveName"-"{ 1 EZ A ERHENEEMEE FMH(EEE" "LoveCode"'
B","UNICode":"81385244"} {"LoveName" "B R EF I FIES BRI T 2 AFSEERIR" "LoveCode":"555","Love!
S","UNICode":"31825507"},{"LoveName" "B E Z AT tHA A R EFHSEFESEEESS" "LoveCode
1" ."UNICode":"26887242"},{"LoveName":"s1 2 AMIET REHEZ /", "LoveCode™:"3510","LoveShortName
EAELTEREZTBESES S " "LoveCode":"600","LoveShortName": ~=t”J_tS","LNc:od-.-'. '31895762"},
PEBWITEE" "LoveCode":"17899","LoveShortName": " M 1B iZ @ " "UNICode":"87011118"},{"LoveName":" 1 &3
" "LoveCode":"2995" "LoveShortName":" ¥ 38 {S" "UNICode"-"20417194"}. {"LoveName"-"SE 18" "Love
£8","UNICode":"02488772"},{"LoveName" "1 H:Z AiEB B2 NS B BB E" "LoveCode":"3365885","]
B"."LoveCode":"5214", "LoveShortName":"","UNICode":"38979695"},{ "LoveName":"{1 EE AR BB RS ","Lc
{","UNICode":"31817871"}.{"LoveName": "1 EZ AE EHFEFEE" "LoveCode:"5220", "LoveShortName":" &
®","UNICode":"72784136"},{"LoveName""$1 M Z A E T MEER K EW"."LoveCode":"520321","LoveShortd
{"LoveName":"Hi BT 78R E R 2/\E" "LoveCode":"9999999" "LoveShortName":"i83EE =/)\" "UNICode"-"§'
2"."LoveCode":"2567","LoveShortName": "B § {2 &","UNICode":"10791045"}.{"LoveName":" 8 B ‘£ A tE B F.
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Hotai Motor exposed thousands of
iRent customer documents

Zack Whittaker, Rebecca Bellan / 9:00 AM GMT+8 * January 31, 2023
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EmailiRk3%:dream@hl.gov.tw
EmailZi5:dream1023

Emailik3%:dream@hl.gov.tw
EmailZH5:dream1023
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: Has your password been leaked?
; - h ave I b e e n p W n e d ? Mare than 16 billion passwords have already been hacked. Find out if yours is among them.
&

Q Search only with youremail — [EEIELTS

Check if your email or phone is in a data breach

d
e ## DEHASHED

le’ak‘peek BreachDirectory

BREACHDIRECTORY.

|s your data safe?
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*--have i been pwned?

Check if your email or phone is in a data breach

dream@hl.gov.tw pwned? J

Oh no — pwned!

Pwned in 2 data breaches and found no pastes (subscribe to search sensitive breaches)




USR8 55E R/

H DEHASHED

Sourced from MyFitnessPal data 9
A
Q Search
$ Pricing
B Dpata welis cswu@hl.gov.tw
Sourced from 16,624 Separate Data Breaches data 9
m Blog -
@ Support
(® Fao
dream(@hl.gov.tw
<> API > Sourced from Shein.com data 9
A
{© WHOIS >
@ Monitoring >

v55999@hl.gov.tw

Jo

My A t
et e Sourced from Exploit.in data > Email dream(@hl.gov.tw
|
Payments
Password ‘eam1023
Settings
Sign Out

cswu(@hl.gov.tw
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o acsotp_code <acsotp_code@taishinbank.com.tw>
F 1122

W3- hardlims@hotmail.com

BRI T FyfEH TWD1060.00 » FEREREHE 304520'@?& 6 STEEMAR » RARRIES 2105

VISA

5 5 5 RIER = EEHULE
RAIES © Gandi Asia 3F 1% 75 7 B &5 F B 1

X5 %%8 ;- 1,060.00 TWD
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https://haveibeenpwned.com/

'»--have i been pwned?

Check if your email or phone is in a data breach

email or phone (international format)
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'»--have i been pwned?

Check if your email or phone is in a data breach

hardlims@hotmail.com pwned? }

Oh no — pwned!

Pwned in 6 data breaches and found no pastes (subscribe to search sensitive breaches)




B EREZEMNE
SCHEREBINER - BB REHE

Notify me

Get notified when future pwnage occurs and your account is compromised.

Notify me X

hardlims@hotmail.com

You've just been sent a verification email, all you need to do now is confirm your
address by clicking on the link when it hits your mailbox and you'll be automatically
notified of future pwnage. In case it doesn't show up, check your junk mail and if
you still can't find it, you can always repeat this process.

add another address n u




Confirm your Have | Been Pwned registration

@ Have | Been Pwned <noreply@haveibeenpwned.com>
T 0217

Wr#2- hardlims@hotmail.com

“-~-have i been pwned?

Welcome to Have | Been Pwned

Home Notify me Domain search Who's been pwned Passwords API About Donate B P

Verification complete

All done, you'll be sent an email if this address gets pwned in future, below is your existing exposure

If you don't want to receive any future breach notifications, just click here to
unsubscribe.
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2 Steps to Better Password Security

Monitoring Have | Been Pwned for data breaches is a great start, now try
these next 2 steps to protect all your accounts:

Step 1: Protect yourself with strong, unigue passwords for each website

! /’ .
CUVeU4IGU 1 £

/|7

~—

with the 1Password password manager

~
s

Step 2: Enable 2 factor authentication and store the codes inside your
1Password account

-

L
N

rt

MFAZ

IhE S &R A EE—

Al f 7

4

Ao\ AT /

U

=
7K
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A member database from China Airlines (in Taiwan)
by famirump - Wednesday January 11, 2023 at 10:32 AM

Hidden Content

member_id chinese_name,birthday.email english_name country_code phone_number

6022, 51,1959/ COMWANG/E . v -E/_\ }L—@_
MEMBER FEEINRIESR - B2E1F
— i 17497, g'ﬁ_iif_-;,]g()?.l' nNet.CHEN/TS —/’2 ) I\ /é J\J-Q A
37027 3181967/ com.tw.CHEN E s f 61
1
1 7157 M 3%1%,1969/ Inet.net, WAN/ %% Il:l:ll 10 %D 50
..... Jan 2023 0750, HF,1973/1 3, HUANG/C J._t H E 4
\ z M Al
1053 5 £ 78,1953/¢ m.tw,CHOU/Y
|: I+
34353, Bt 1964/ it.net HSIEH/C I-l_’l' gl\ /% /-l_’l' B% ;E ﬂﬂ.’ E/\]
9458 & 75,1954/¢ tw.SHEIH/CHI E:l Ygﬁ% . t | 5 /__ﬂzﬁ E

h

8537, X M 3 1947/F om.twWONG,

FE =m0

3097, (F585F,1976/¢

:om.iw HSU/H

#1

es in Taiwan are their members

‘w‘ e is the example of data. There are N’ -elebrities and politicians contact information.
A!.L data of another 50 celebrities will be announced next time )
@ data come from the member database of China Airlines f:(:ﬁ;:c:r:_c; more than 3 million membership data. Most celebrit
They already knew on Jan. 4, 2023 that the data of 60 people ,\vuuid be released here on Jan. 11, 2023, but they did not make any response .
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If you are a [EHIBER of Airlines in Taiwan, there is a consumers’ foundation in Taiwan
https://www.consumers.org.tw
They can help all [EMIBEEs of Taiwan to file a group lawsuit, and each JIEMIBEE can receive compensation from USDS 16.6 to USDS 666.

Thisarticleincludes: 73538855 B258F  CT1420097 FRBUR(FEMZE) WB0926414 TEE  WB9255633
CT5008735 S (RIEM) WDoa2104 FRets  WD6857190 EEE WD0988828 R WD6255180 &2
WD0796612 2 CT1409400 3£&F+  CT1008281 =S CT0649901 B WA7394578 HAGE
Al [ <2 CT0302490 #3E CT4915798 H{gS

==
7 BN

WA4649668 B E
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MINMISTRY OF THE INTERIOR, R.O.C. (TAM/AN)

LIJ

https://www.youtube.com/watch?v=jX2cqfpU9INO
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Taiwan 23.57/M FROM www.ris.gov.tw now breach
by OKE - Friday October 21, 2022 at 05:39 AM

W OKE

Hello BreachForums Community
Today | will sell data from www.ris.gov.tw thanks for reading and enjoy!

OPEN NOW
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2022F10H21H wdinddile
2018F4 R R PR EER
FHOKERFEFRE AL - WE5Sh
Z EZx
WL e FERZ
2022F10H25H 2023F2H24H
OKELEEE =imiE Time : 2018 [ People born after 2018. Only four years old ]
IRE23008 A FIER Rows : 23,572,055 [ https://en.wikipedia.org/wiki/Demographics_of_liaiwan |

Add 200k samples again for your inspection

Eﬁﬂ E )% El:% %E EE E 7|( H I%% Ei ?ﬁ K 5£ ’/ﬁ ﬁ_" https:/ bre‘d.vc/ anon‘-OB/ if6b‘..sample_csv
= mE Ol i5E ... https://onu‘ds.com/ h‘otq8a7u/T\N‘..e.csv.html
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3.REBAFR . EHEFFREFRFANBAEIN  ERZEEBNELERGIE &Rt
S LEENEREZAIRBANNESR -
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EEIRE - WRETRRROER - Rt BABOHR

R 7 ChatGPTi2EZIEH I) - #FTLA N MR ERS

U ER—EEpEASRINENTTE
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2518 ;
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THRNSEIESE IS BB HEEEN https://" » IR—EEE8EEE -

BBV RIEEREECHEARN  NEREZE

EITRERR

o =X HIINRIFRENES - SAEREEMRTEI(W : BN ZRIRITEITHIKR)
B B Y e an B2 A5 D)

quantity  amount_dollars

® 7SR RARVBEEN N R (BIEN R P 7 1E

product
KIMHEKIM | YOG & EFFELOCOIHIEE 518

B&O BEOPLAY EX HiE%E (FEIE/ BEEGHFEER
LANCOME B5E =tnElEaia 7 a8 e o PF40/P A ++ #B0O02 1 3¢

1

1
2

- EEE

3290
13990
2990

order_time
2023/2/15 01:00

202372/15 00:05
202372114 23:54
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BEEEIR®E (Ransomware) 558
=121, (Malware) 17 Dropbox £
BAMATR ILREF EZF R AME
Dropbox E,lm—FiH{EEﬂt I

Omm M e syOpndiom Set  T/25/2007 3 34PM
&m# :u-a :::l.uru s
Tee TawiTeam
L iﬂll\ ‘RS o-n;cm .u. "
@ AVSPI SN RGO PTIRASA T 0 |
9&5!&1#
Q' ‘ Google Drive
Virus ¢ :} Dropbox
Ransomware
Malware 6 One Dnve
O THEE Ot s T
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BRNMARIEFIE

HERRBET - W%%%E%LIQ1¢F%EEEUZE#\HQTF FHEA SR - MR
ZIP=l RAREB 4a1E - AROfficetl@RMAEBT, - BEFTHBIEERET -
BENENR ZAREARNGTENFHA 4‘53

}=H8- Fwd: Payment Slip. L2
ElHﬁ , g

FRERS
o WREABNEHESEE - e
o 7)1 S BARIAK AN - Dear S s 2 B AR

Payment have been made and attached 1s the wire transfer receipt.

Please confirm receipt of payment.
Kind Regards

Therisa Shawn
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24 A Chunghwa post kcontact@gar.ninja>

F25E: Your order will be processed in the Chunghwa Post warehouse

TAIWAN POST

CHUMGERWA FOST Co. Lid,

Dear Costumer,

Your package 1s pending payment of the shipping fee. Please confirm the payment process (90 NT$) via the link below.

Click here
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NRETF-ERESDZ

TAIWAN POST

CHUMERWA FOST Co. Lid,

Dear Costumer, https.//creatinginfographics.net/wp-content/
themes/twentytwenty/inc/

Your package is pending payment of the ship chunghwa.post.php 255 (90 NTS) via the link below.
P & pe & pay L E—T BB IERHIES -

Click here

https://creatinginfographics.net/wp- *U 1EX I%l_.l HIJ—'_I %l@l Hy'f E/] 12 _I5 7|_’|'
content/themes/twentytwenty/inc/chunghwa.post.php 2::: ;ﬂ 9 jC =3 ] =7X M FA J 1 ] _IE

n\7‘U
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@ 12 security vendors flagged this URL as malicious

7|_\

https://creatinginfographics net/wp-content/themes/twentytwenty/inc/chunghwa post.php

creatinginfographics net

X Community Score

el
W ¢
404 2023-02-27 06:55:47 UTC
Status 6’0

a moment ago

H

DETECTION DETAILS LINKS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections.

Security vendors’ analysis (@

alphaMountain._ai (D) Phishing
Avira (1) Phishing
CyRadar (D) Malicious
G-Data (1) Phishing
Lionic (1) Phishing
Viettel Threat Intelligence @ Phishing

BZEH

qVirustotal BB #8 /<

BZIBEEHIBRE

FIRAUEPhishing

Do you want to automate checks?

Antiy-AVL (1) Malicious
BitDefender (1) Phishing
Fortinet (1) Phishing
Google Safebrowsing @ Phishing
Sophos (1) Phishing
Webroot (1) Malicious
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WREF-BERERLN 7D

FIRBAIUS(Phishing)

_\_
—

)=

& POST o

Chunghwa Post Co., Lt

Chunghwa post services [(TW)

Your package is being processed in
Chunghwa post department. Please note
that, confirmation of the shipping fee (90
TWD) must be done within 72 hours.

Package Information

Total 90 TWD

Order serial number

TW20100253652¢5F
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ﬁgl\\\'fm 1/-——'?-5_': f_lz\_l_'leJ '\_‘_ Payment details

== B R vawl o | Card holder name
B IFESE |
'M\E/\] 1%_ — < %}ﬁ" XXXX = XXXX - XXXX - X XK @D ===, @B
MM / YY *k*

Contact Informations Accessibility Policies Privacy

'
8

& Disclaimer Publication Details
© 2021 Chunghwa post services Ltd
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WREF-BERESDZ Payment details

‘- 111111

.‘ 1111-11111-11111Wsa @ == @9

11/11 111

/11

g A 1S = off R

> LI
221




WS- EREAIHS VISA

N L R 55 EER
'%ZEHQ{E'{E I = \D’“ BLTE © Gandi Asia
7 HH 1T 5 25545 - 1,060.00 TWD

EHFRIE . 466726******2105
RS HH 1 2023/02/15 11:20:53

=1 / N2 R |

Ey 'fé ; BE Igp]? 4 o 291 A\ 28 s wll = OTP ik #5 22 5 (Please enter the password
7%t (submit)
H7H(cancel)

BANAIEAOTPARIE 218 ?
&5 7 HUiS OTPAE #5 %3 15 (Get the password again)
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For a secure payment we are using 3D secure

—
1 —= (A~ E==F[OX=Z£ t gat ted by stripe®
. :/\] :% 1_ 1__ _ payment gateway supported by stripe
AN T HIVRZ I SecureCodeTM.
Please enter the OTP SMS received on your

E ; _I_:': % LIQ Z§|J /F_E/ﬁ_ ;:I:ll E%J E I\J (OT P) phone number to complete the payment

verification.

11:22
Chunghwa post
M EHRBR S5 services
TWD1060.00 * 3R:BH1E Amount o s
[304520]R6 3 EAHK ° Date 12:13:11
KEARIIEE2105 @ AR Card number XXX XXXX XXXX

x1111

MG 2SR FEI ALABLEE

Visa & Mastercard® SecureCodeTM

[ SMS-Code ]
% Eﬁ_ﬁ AE 1ER I\\|_,| YZIJ—:| - cecccs Enter the confirmation code received by

SMS:00:13
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NRETF-ERESDZ

e O = RI5E ]
P EEN/Email
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B EREGH=

B A 4876 TW <jewite1036@surveysparrow.net>
Hil: 2023 £ 1 H 30 H GMT+8 21:18:54

WA @hotmail.com

P IR BRI

Y ¢
FAESTHBSRE IR SRR E B AR o

2B 2L I B B 4 = /| \ FRAMEL LB AT B » BRI E AR S R DR » EI:
@ mH E/\] =~ = "H iﬂ: T% B J EZ 15 ?%Fﬁ%%éé%%ﬁﬁ—@ﬁ%ﬁ%z*:%?rﬁi@f% 'QLL‘A%%E;@EUBEE?FDM;K.%%HM‘%@ o

OB IR BB RREEGRE [
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Unsubscribe
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T ERZENMNDZE
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1 6 \ (1) 16 security vendors flagged this URL as malicious 4 ¢ :iJ:
hitp:/fluxuriadesign . nl/b/NFf/ Tw/ 200 text/html; charset=UTF-8 2023-02-27 07:13:30 UTC
]
o4
" luxuriadesign.nl Status Content Type a moment ago ¢
' text/html; charset=UTF-8
X Community Score v
. ar —
AVirustotal BB #E 7~
ZERBLZIBEERBRESEIRAIL
DETECTION DETAILS LINKS COMMUNITY E Z_K oty ““ == PhlSh | ng
Join the VT Community and enjoy additional community insights and crowdsourced detections.
Security vendors' analysis Do you want to automate checks?

alphaMountain.ai (1) Phishing Antiy-AVL (1) Malicious
Avira (1) Phishing BitDefender (1) Phishing
CyRadar (1) Malicious Emsisoft (1) Phishing
ESET (1) Phishing Fortinet (1) Phishing
G-Data (1) Phishing Google Safebrowsing (1) Phishing
Lionic (1) Phishing Netcraft (D Malicious
Seclookup (1) Mmalicious Sophos (1) Phishing
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MlaikmEdbix -

NEREAIESENRLS
ncv.microsoft.com -

?fﬂf’]ﬁ RN R
H?qu nn%nﬂzuﬂzﬁﬁ:ﬁé:[*%

Eqn%%ﬁiEﬂ ’ ﬁﬁm:l = nﬂ/uE/]H%

N
J/){}fi Hello ben

AR LM FIA(L/2)
E RS S AR R RS |

(1) NEW VOICEMAIL MESSAGE-be
Voice_Msg-Center
ben

a L Listen to Audwo below

IRIEAS - TERMER

(1) AUDIO-MESSAGI

ncv.microsoft.com -

Thank you!

=)z

DATE: 23 August 2022

FER B IR

https //ncv.microsoft.comlf #9 8 i 4

Micrasoft s providing this emalil on behalf of n2preserve com. Please contact this company with your guestions about its privacy practice
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::/} No security vendors flagged this URL as malicious

hitps://incv.microsoft.com/

ncv.microsoft.com

X Community Score

DETECTION DETAILS

COMMUNITY

1

AR A A8 B

Join the VT Community and enjoy additional community insights and crowdsourced detections.

Security vendors' analysis (O

Abusix (“) Clean
ADMINUSLabs (V) Clean
AlienVault () Clean
Antiy-AVL (V) Clean
Avira (V) Clean

T

=

11
il

Acronis

AICC (MONITORAPP)

alphaMountain.ai

Artists Against 419

benkow.cc

B HE R IIEM
2 H| E1F it
R
W ¢
404 2023-02-27 08:28:43 UTC
2
Status a moment ago &
Do you want to automate checks?
() Clean
() Clean
() Clean
() Clean
() Clean
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EEEETA 1|EI,U,D\E’JE’J,M B45 - B 7B Dynamics 365 Customer

Voice B&FHEINEE -
TEESE -

Hello ber

/L;\ = E/Jf/]%Llll:l g

L,{A/i,%ﬂiﬂﬁ““E’Jf’J,m“ﬂE

C ~ 0O & customervoice.microsoft.com
P——
4

PLAY VOICE-MSG

Thank yod'

1ttps://teknikdepok. com/v m/?e=ben:

/EJ

Bas A EE L

| @

You have received a new voice message

102



EE%%/ME%EAEL_E’J%’J%LZiEF AZHE LHRBETIRRVENE -
2ol A#ARVRIEL ( CAPTCHA) Eﬂ% E?JF 2t fll - BEIEMIR

AL ABSEECMRIERINARZE -
@ [N & teknikdepok.com/

https://teknikdepok.com/v-m/main/

A F B eg A 28 RYRIE
( CAPTCHA ) - HUEE*E
B 1€ 23 1228 (1 55) ~

HAZEZRA

reCAPTCHA



https.//teknikdepok.com/v-m/main/

G—/} No security vendors flagged this URL as malicious

hitps:/iteknikdepok.com/v-m/main/

teknikdepok com

X Community Score

A
AR IN IR 38 25

Join the VT Community and enjoy additional community insights and crowdsourced detections.

DETECTION DETAILS COMMUNITY

Security vendors' analysis (O

Forcepoint ThreatSesker (i) Suspicious Abusix
Acronis ’:: Clean ADMINUSLabs
AlICC (MONITORAPFP) ::: Clean AlienVault
alphaMountain.ai ’:3 Clean Antiy-AVL

Y R
o ¢ o
200 2023-02-27 08:35:33 UTC
Status ({’)

a moment ago

18e A28A0RIEN ( CAPTCHA ) -

Z h R AR

Do you want to automate checks?

L

(v) Clean

/) Clean

(
b
P

(v) Clean

A
(v) Clean
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https.//teknikdepok.com/v-m/main/main.php

C ® [0 @& teknikdepok.com

FHIRTEE
i A 2505

RIE 28RNV E 1 FB 1
HEAR - REER
HLogoBEE B —L A
Eil:sE=3w

Google

& chen@gmail.com

Enter Password

Password

Sign in to continue
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laiafeiesbx - B EmGoogledlFEZmEA - 4B FH AEFHWEZVRAE |
Google#lFZERE 2 1& 1 #ll:=2EA ISR IR - W H ol 8 EROAILEERBMA - BMMATOIEREE
FBEERNGER - BREFEERIVAILZGoogledllFZRE A491L - FILIFEZR RIS EGoogledllzE R -
S EEAL - BANRBEPERE - EFUNBSAEEIEAREFZER -

Helpdesk Password Reset !!!
IT Support d ' i)
N
Your account sell & W I password expmres today 18/07/2022
Plkasc kmdly use the button below to contmue with the same password.
£ = ) *5
AN =
ﬁ@?@%ﬂﬁﬁx%n Google A
/, .\.—| -
B SIS
= /
v
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AP AR .

i
L_IE ° C & 0O & 72dhwn2kr3soSimlqaclaxzraazuoj3bkacjrmyhga-ipfs-infura--ipfs-...
GO g'eTranSlate English - detected — English v Translation ~ X
) Webmail

SR MEEE  =F 2R . Login to continue
GoogleRI&Ez=ES] :

& | Pass
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FItAIEEHE) ISFELHEI & Temailitiil,

s NAGHEANELZZ —MEREEFHGFMETSTE > EEXemail Hur#fr] LURE
- [HI5] BEERBIFHELF LEHREREAAER

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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BEGHFEEFHESHRE FIR
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« [#I5] AZEER  AREEEZ2HFEEHED

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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BEAXRIEE SBHFELIEIE

- REGHETHEAFRET L  WEIBMEULsemail addressHfia
 [15] BERIEDENEHESASEHBENEANYAR

source:https://www.cc.ntu.edu.tw/mailtips/index.html



[ 298 /FF8R S 14 @ 254 ]

IEFHIBREREE !

- EFEBENRIBREMZE > fln  RAENAF - EWEIAS ~ Dear

Google user ~ Dear Sir/Madam% » RIFiIEaZEE !

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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s EHREEREHFANBRABEL > RAEMEHRGEH
- [RI5] ERIAREANEHF—EEE TEULRBRAMAERSL

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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EEMGF FEHETE!

o A EMANTURLAZRGHBIEEE » FlII= KA ntu.edu.tw
o FEMANURL  FESRGHEE =R AN BHEAN » HIU0 http://mail.ntu-edu-

ftw.net

- [BI5] BEEREREGEHAPHNESL >  SBRELNEERU

(T

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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Y] 7) %k 15 1+ P15

o HIFFHAETSHFNEH > UIDITEEFE G
- MESEETUREN > FERZEBR > FItER LAREEREL

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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FEAEZEIEFEABASH !

» BENKRA ~RIT - EEGEHEEFAEERESFEAPREHEBASA
o« FEFEHPRMERSEAZE !

source:https://www.cc.ntu.edu.tw/mailtips/index.html
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® FHREEHEMGEIERE - &
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B R4 N E R = o S ——

Prospects All Domain Emails [[l5]  Generic Contacts Technologies

EMAILS LISTS

shihwen@hl.gov.tw

laichungwen31@hl.gov.tw

abg@hl.gov.iw

rabbit@hl.gov.iw
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Pricing

Data Wells

Blog

Support

Monitoring

My Account

* Payments

* Settings

. Sign Dut

I E L fiT-Email

140 A6BMS
RESULT(S) FOUND SEARCH ELAPSED TIME

Results:

ally@hl.gov.tw

Sourced from DailyMotion.com data

A

L765224 1@hl.gov.tw

Sourced from ShareThis data

A

sue@hl.gov.tw

Sourced from 16,624 Separate Data Breaches data

14,453,524,343 48,796
ASSETS SEARCHED AGGREGATED DATA WELLS

What's DeHashed and those results?

DeHashed is a public data search-engine created for Security Analysts,

Journalists, Security Companies, and everyday people to help secure accounts

and provide insight on breaches and account leaks. DeHashed can also be used
Name L7652241@hl.gov.tw
Email L7652241[@hl.gov.tw

Username 1d1a7e fSeDa5937ac26d9




R Bx = F LB & g -Email

sue@hl.gov.tw

Email haoyun@hl.gov.tw

Password 0s '8334
Hashed Password df /6fe balaS92300B4caBfecbeB5895

Email vincyliu@hl.gov.tw

Password 09 2358 Hash

::IJF}"ﬁfe.313923@684(:381:12(25&8595

Email kesk@ihl.gov.tw Color Codes: Green: Exact match, Yellow: Partial match, Bl Not found.

Password [ c2l2

md5 haﬂy‘

Email dream(@hl.gov.tw

Email carol65@hl.gov.tw A
Password 016 T?I]'E Result

Password d 1023
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® 7NER L EFREMIELHERZHEILGFRE - BY4ELN)

® NIFSRESIEERAEIR - 718 A B 245 B LM S A0 2

® ZEiEfERE TR - EE@ME%%/E%H%‘@E&H—;%E%\/Ejﬁwﬁ
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ChatGPTEESRZEBICERIEAFR)
@OpenAI

Google Trends FE#EF#E= : ChatGPT

EEREYERSt

KEZWChatGPT  1R%

B
%Z 2 ‘Hj, I:I ;: ~ 2023F2523H

chatgpt
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ERH—EI00FLANT I ZNEEN

IS EEEA . FRLET !
SHHES

BEETRERT  EARRTNEFTEEZEHE  FECNENER - BTREINES

Z%  RAASECETRPHNBENAS - SEMELITMES  EARMANER B » Wi

BRETETESE  TAIRFNBENAR - IRETERFEETEITEE  FBERER
EENEERAS  AASBASTREAEE -

n"'T

Frm 1 XOO0COOOCXK

S THEALFNSHES  AARGECRES#ESESES:  ATREHEMESHE
% |

13
St
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ChatGPTE

SRR E AR
BB E G

Subject: Urgent Notice: Your account is at risk, please take immediate action!

Dear valued customer,

We are your bank, and based on recent system monitoring, we have detected a major
risk with your account. If left unaddressed, it may lead to theft or other losses. In order
to safeguard your funds, we require you to verify and upgrade your account

immediately so that we can address the issue.

Please click on the link below and follow the prompts on our official website. If you
encounter any issues, please contact our customer service team who will assist you in
resolving the problem. It is imperative that you take action within 24 hours of receiving

this email to avoid any unnecessary losses.
Link: X000000CCOK

Thank you for your support and cooperation. We look forward to working with you to

maintain the safety of your funds and providing you with high-quality service.
Best regards,

Your bank service provider
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2 EpythonEE— S FHMESKTFERENE

=
HN

ARIREA

oF &k IEIIﬂ %J 1/—1 ,f% [===] E/] A 27 ATREFISONEKTFAES  DaEsase SR OneREsaEs] QIR
Edﬂ Z== 7R Z Y= AR B EPython K MERSR » LalLSEE [ EREA :

mEEE

[F] Copycode

m cryptography.fernet import Fernet

= Fernet.generate key()

Y} as key file:
key file.write(key)

cipher = Fernet{key)

{root_path):

for root, dirs, files in os.walk{root path):
- file in files:

tile path = os.path.join(root, file)
with open{file path, }y as +:
data = f.read()




for file in files:

file path = os.path.join{root, file)
yith open{file path, 'rb") as +:

data = f.read()
encrypted data = cipher.encrypt(data)
iith open(file path, "'wb’) as +:

f.write(encrypted data)

7 PythonRJcryptography &
I fEFEFernet 2 R4 S 4118
ChatGPT




YahooZ E#7
ChatGPT 11 3R5ESRAR (14 8R4 " FBxE1112007T |

JTHAAIED A #8232 AChatGPTRAL » D AER ’EESTEEEEAI:‘?_:E @ WA EZ
R, BRI ZEREE T ISEE$BIChatGPT » mwEATE7HE
' Google Play s m=@Ex &2 88 ==

. ChatGPT — Al Chat, Al Friend
%%ET 'ﬂi’rj:—_l_n\l:l E_I'TE AE\EE E?JL‘,\ ’ bk

ﬁxfﬁgﬁ’jﬁ%}fim 1112007t - H&ZApp o = .=
#ERBEGoogleE S - 1BRlR4CEHR
Zpki@Google - HIDHELHR AT o

IZIE\K‘E 7TT ’ m %& J/\ /4 ;E ;-JETx ° 8 Voice Chat riou in NIGHT MODE

with ChatGPT res protect your eyes

&& - BEASSHMBEAEUERS
EUsBg T HHESERNR  BE
ZEtERERAFT -

BEREREEEL >
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HAH B IS AR K E L R B
o e ARIREL NEZEABEN NI EESE /MM :

® EEZ#(Windows 10 * Mac * Linux...5)

o FEZEREIL(E - FireFox * Chrome...5)

® /= EREN 52 (Office ~ Adobe PDF ~ Winrar...55)
® = HFHFUL S ER S (Woutlook ~ outlook express...55)
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